
Top 4 Cyber Risks
You Need To Know

80%
of hacking-related 

data breaches were 

caused by stolen 

and weak passwords.

Password Attacks
What it is: Hackers leverage stolen credentials 
to access a corporate network, gain admin 
privileges or hijack employee accounts.
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$4.45M

2022 marked an all-time 
high in the average cost 
of data breaches at
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Malware
What it is: Malicious software installed 
silently on a device to allow hackers access 
to data or accounts. 

75%30%

SMBs experienced of

ransomware attacks.1

of organizations experienced 
employee-to-employee  
spreading of malware.3
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Phishing
What it is: An attempt to steal credentials or 
other valuable information by tricking users 
into visiting malicious websites or apps. 

Over 
255M+
phishing attacks were 
reported in 2022.1

A company of 10,000 loses an average 

to phishing attacks annually.3
65,343 hours
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Ransomware
What it is: Malware that steals and 
encrypts a target’s data, demanding a 
ransom in exchange for its return.

51%11%

of SMBs experienced 

ransomware attacks.

of small businesses that  
fall victim to ransomware  

pay the money.3

Learn more

LastPass can help prevent the 
most common cyber attacks. 
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